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• All RTU data from each Island are collected in a Data 

Concentrator (DC) located in its local ECC.

• The configuration features a fully redundant DC in each 

Island.

2

The DC should be redundant, in active-active configuration, in 

order to avoid any single point of failure. The DC 

configuration shall allow for failure of a single DC without loss 

of communications to any RTU.

3

2.3.7.2 Data 

Concentrator (DC) 

Failure   p 2-5

In case of a DC failure, all island functions will be assigned to 

the respective power plants that should act according to a 

defense plan agreed between the NII SMO and the power 

plants.

Would you please have more explantion about this 

item?
No further explanations are needed.

4

3.1.3 Security 

Settings of 

Applications p 3-5

The results of the security checks shall be alarmed and 

documented in a detailed security protocol

Please kindly explain the meaning of "security 

protocol" in detail.

In general security is preventive, rather than a corrective 

scheme. The failed access attempts should be captured by 

syslogs. The systems should be designed to block 

unauthorized entries, and any way of sending a virus or a 

harmful file should be captured by virus scanners which 

provide errors. In general for cyber security, the provided 

software should use industry standards and be kept  up-to-

date (e.g., OS, Oracle, Red Hat, digital certificates, LDAP and 

Active Directory). These industry standards and ever-

advancing up-to-date products should  protect the logs of 

any security violation attempts.

5

3.1.7 Time and 

Calendar Function  

p 3-6

The time of day and date shall be maintained for use by other 

specific software. Leap years, century rollover, and holidays 

shall be recognized. The handling of daylight saving shall be 

included. Specifically, the time of day and date and the 

frequency will come for the system HOPF. Both Islands will 

have the system HOPF.

Please explain what kind of system of the HOPF 

system is?

HOPF Satellite Clock System Model 7001 GPS with Control 

Board 7020GPS and mains voltage Analysis Board (there are 

2 existing devices in Crete )

6

3.1.8.4 Network 

Management          

p 3-7

The Network management shall provide the following 

SCADA/EMS system capabilities:

• Fault management;

• Configuration management;

• Performance monitoring;

• Accounting management;

• Security management.

Please specify the Accounting management & Security 

management in detail.

The syslogs provide the accounting aspects (type of message, 

size of messages and time stamps).

Inside the firewall of EMS and MMS, the messages need not 

be encrypted. 

The information such as passwords are encrypted and user 

identity verification/authentication aspects of the provided 

system should interact with LDAP facility of the HEDNO 

portal.

Any external user access should come through the HEDNO 

portal only and should be managed using the LDAP facility of 

the portal where HEDNO manages the identity 

verification/authentication process.

Note that the Portal is NOT part of the Tender. HEDNO will 

manage the authentication process through the HEDNO-

developed portal.
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5.1 High-Level 

Architecture                                    

p 5-4

"a fully redundant DC ", does it mean that there will 

be two DC, main and backup, here in each island? Or 

it only means one DC confiuged with redundant 

servers/communication channeles etc.?

The Bidder should propose a design to ensure that there will 

be no single point of failure.The Tender also states the 

requirement for a robust solution for the DC in Part B, 

2.3.7.2. 
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The Remote Administration Software shall enable the safe 

remote access of system administrators. The system shall 

provide all state of the art mechanisms to prevent

any unauthorized access, such as callback, VPN, etc

Please kindly describe the requirements of remote 

accessing in detail.

In general, the administrators accessing the HEDNO system 

are accessing the corporate LAN. The same facilities (PKI or 

digital certificate or VPN access), the HEDNO corporation 

deploys to allow access of system administrator into the 

corporate LAN, are also used for EMS/MMS administrators. 

In addition the EMS/MMS systems provide login or PKI card 

or digital certificate based authentication.

In general, what is advisable that the  portal LDAP to  carry 

the corporate and external user identification methods,the  

role of the user (administrator, engineer, operator, 

management, external participant, etc.) and associated 

access rights.

Note that the Portal will be developed by HEDNO.

8
Independent from the type of access, the additional 

identification by an RSA secure ID shall be used.

Is this necessary for this project? If so, please specify 

the RSA SecurID authenticators number and type 

(hardware or software token, or both)

Yes it is necessary. It is additional identification as stated. No 

further clarification is required.

9

It shall also be possible, through the windowing mechanism, 

for a user to access applications external to the network 

control system

Please kindly clarify the requirements of the 

statement "access applications external to the 

network control system". What external application 

shall be accessed and for what reason?

No further clarification is required.

10

Modifications to the system model should be subject to 

twofold verification: on the client, upon data entry, and the 

server, before making the model online

Please kindly explain the requirements of the two 

twofold verification. Is the verification should be 

executed in development system before the model is 

transferred to online real-time system?

Yes. The verification is first executed in the development 

system before the model is transferred to the on-line system.
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Notes shall be used by the operators i.e., in the form of 

"yellow post-it" on a display screen flagging something that 

requires attention.

Does the requirement mean that the note should be 

displayed in some striking way?

The implementation of this requirement depends upon the 

vendor. The tender is detailed enough in this Section (3.3.7).

12

A note work area shall be available; it shall be a scrollable 

window that shall provide the operators drawing primitives 

(lines, rectangle, circle, etc.), text, and a color palette that 

shall be used in conjunction with primitives and text

Does the requirement mean that the note should has 

not only text words, but also some diagram? Please 

kindly clarify the requirements in more detail.

The tender is specific enough. The system shall provide the 

operators drawing primitives (lines, rectangle, circle, etc.), 

text, and a color palette that shall be used in conjunction 

with primitives and text.

13

3.3.9.1 

Dispatchers’ 

Workstations   p  3-

36

Semi-geographical system representation for areas, including 

network overview and network status information as well as 

system security related information;

Please kindly clarify the requirements of "Semi-

geographical system representation" in detail.

This is standard in load dispatch centers. The term refers to 

the dispatchers' workstations. 

14
5.1 AGC - 

Introduction  p 5-1

Following the introduction of the Electricity Market, the 

economic functions that were previously embedded in the 

traditional AGC and performed by Economic Dispatch

(ED), are now performed by the Real Time Dispatch 

Application.

Both AGC RTD and ED modules in AGC are tightly connected 

with the LFC module

Since the Electricity Market is introduced, the AGC 

shall do dispath based on RTD result, is it still 

necessary to providing ED function.

The AGC and RTD sections are described for current and 

future use in detail in the Tender. The requirements and the 

descriptions are set in the AGC and RTD sections.

15

5.2 AGC - Main 

Requirements   p 5-

3

AGC should be able to operate and issue control commands 

even in cases of RTD failure or break of its connection with 

RTD.

When RTD is failure, what kind of base point power 

should be used by  AGC function to do dispatch?

The detailed design on this will be determined during the 

Detailed Design Phase of the Project. Usually, previous base-

points are deployed in this case.

16

5.4.2 Data 

Exchange between 

AGC and RTD   p  5-

6

The data exchange between the RTD and AGC will be 

implemented using XML encoding

Is it acceptable that some other method or format is 

used to exchange data between AGC and MMS 

instead of using XML format file?

No, it is not acceptable.

3.3.1.5 User 

Operation General 

Features    p 3-18

3.3.7 Operator 

Notes    p  3-32
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6.1.2 EMS Power 

System Network 

Model and 

Software 

Environments   p  

6-2

DC lines/cables and converter substations;

Is there actually has some DC lines/cables and 

converter substaions in the NII power network? 

Please kindly describe the field condition related to 

the DC system.

This is a standard capability. No further clarification is 

required.
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6.2 EMS Modeling 

System   p 6-25

Modeling of Source Databases and Displays should include an 

appropriate server and two operator workstations with 

appropriate software for the following

Is the EMS modelling system a separate development 

system that is independent of real-time system? 

Please kindly confirm whether the following 

statement is correct or not: The power system model 

be built and checked in the modelling system(or 

development system) firstly; After the model is 

checked and confirmed is correct, it should be 

transferred to the online real-time system. 

The tender is specific for the modeling system. The EMS 

modeling system is separate from the Real-Time system. The 

answer is yes.

19

3.2 MMS 

Minimum 

Architecture 

Implementation 

Requirements  p 3-

2

It also presents the interfaces of MMS to the existing EMS 

(this is applicable for the Crete and Rhodes MMS), the 

Settlement Application to be developed by HEDNO (not 

within this Project) in the Central ECC in Athens, and to the 

Internet.

Does this mean that the interface between MMS and 

settlement application is invoved only in Central ECC 

in Athens, not in Local ECC?

The Settlement System is not part of this Projec. The role of 

each ECC is described in the Tender (see  Part A).

20

3.3 MMS Main 

Requirements   p 3-

3

The MMS applications installed at the Central ECC are running 

in multiple instances one for each NII island.

The relationship between the instances of Central ECC 

and NII the instance ? And how to division of labor? 

If there is a communication between the Instacnes of 

the Central ECC? 

The question is not understood. The instances for each island 

are independent since the islands are not interconnected.

21

3.3 MMS Main 

Requirements   p 3-

5

• Appropriate Software Licenses for all Market Clearing 

applications and third party software should be delivered. The 

software licenses should be fully assigned to the NII SMO with 

the capability to independently modify and develop 

applications deployed on the system.

Please clarify the meaning of "Market Clearing 

applications".
It refers to market applications described in the Tender.

22

3.6.12 

Supportability 

Criteria  p 3-14

The Contractor shall develop and deliver a comprehensive 

application, including all source code and other components 

necessary to allow the NII SMO to conduct enhancements, 

maintenance and real-time support of the application. The 

Contractor shall also be responsible for providing the 

necessary training and documentation to the NII SMO staff to 

ensure successful implementation of this goal.

Please confirm all source code shall be delievered ?

HEDNO strongly requires that the software should be 

completely maintainable and expandable by NII SMO experts 

using the tools and documentation provided by the Vendor. 

For example, HEDNO requires compilers to write the own 

software for future capabilities and the libraries provided by 

the Vendor. HEDNO does not require the Vendor to deliver 

the Source Code.

23

4.1.3 MUI 

Technical 

Requirements   p 4-

3

The Operator’s Portal and a Participant’s Portal will combine 

the above functionalities in suitable Web sites to provide 

specific users’ look and feel functionality according to their 

privileges. Special provision should be taken by the 

Contractor to select and provide a common architecture 

(from a minimum of 3rd party vendors) to satisfy all of the 

above requirements in an easily manageable manner. 

Prerequisite for accepting such solutions with this third party 

software is the respective 3rd party manufacturer’s support 

to NII SMO. The proposed architecture should be capable of 

integrating existing 3-tier MUI systems (Web / Application 

servers) to it.

would you please clarify the meaning of "from a 

minimum of 3rd party vendors"?

HEDNO requires a minimum of 3rd party vendors (as least as 

possible) to satisfy the requirements in an easily manageable 

manner.
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All users should be properly authenticated and authorized to 

use the MUI. MUI should support strong authentication and 

authorization with authentication tokens. LDAP, PKI, SSL 

standard technologies and capabilities interfacing with strong 

authentication systems (such as smart cards, HW tokens, etc.) 

should be used. Equivalent products, but with capability to 

map to the LDAP directory are also accepted.

Especially for external users who perform critical functions, 

hardware authentication tokens should be provided for at 

least 1000 users. These tokens should be compliant to current 

international standards.

Is"1000 hardware authentication tokens" part of this 

project? There is no such reference in tender's 

deliverables in PART E. Would you please explain it 

further? The number of 1000 users is accurate?

The requirement can be limited to 100 hardware 

authentication tokens to be provided by the vendor.
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In addition, a Certificate Authority (CA) architecture should be 

provided in the MUI platform so that the NII SMO, acting as 

the CA will have the capability to issue certificates for the 

Market Participants. The Contractor must also specify the 

technical characteristics (classes, etc.) and specific usages 

(sign-in, encryption, signing, etc.) for the use of X.509 

certificates for the authentication of external participants of 

the system taking into consideration that NII SMO should not 

become an official CA.

The authentication of MUI system should permit authorized 

users to access application with  the use of single user name 

and password in order to provide convenience and increased 

security to functions. The system should support data 

exchange and participant activity traceability (User access 

Accounting).

Does the NII SMO already possess the ability of acting 

as the CA or not? 

All the contractor needed to meet is the MUI platform 

should base on cerfiticate authority architecture and 

use X.509 certificates and has the ability of permit 

authorized user to access? 

The NII SMO will issue certificates for the Market 

Participants. The Contractor must specify the technical 

characteristics for the use of X.509 certificates for the 

authentication of external participants.

26

5.2.3.2 Generation 

Declarations  p 5-

23

The updated Generation Declaration of RES or CHP or Hybrid 

Station Dispatchable Units with energy offers in the RDAS or 

from Stations with hourly generation schedule or 

Autoproducer Units of these categories, has a similar content 

to the Generation Declaration and concerns the time horizon 

of the RDAS B’ Period

what is the unit of this category?and how about its 

installed capacity?
HEDNO suggests to refer to the NII Code.

27

The energy scheduled to be produced by RES/CHP or Hybrid 

Station Dispatchable Units with energy offer in RDAS, for each 

Dispatch Period of the Dispatch Day

what is the unit of this category?and how about its 

installed capacity?
HEDNO suggests to refer to the NII Code.

28

The energy scheduled to be produced by the Dispatchable 

RES or CHP Units with hourly schedule, for each Dispatch 

Period of the Dispatch Day

what is the unit of this category?and how about its 

installed capacity?
HEDNO suggests to refer to the NII Code.
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2.5.8 Operator 

and Maintenance 

Consoles  p 2-12

The Workstations are going to be used as Operator consoles, 

and Maintenance consoles.

please spcify number of Operator consoles and 

Maintenance consoles respectively in EMS, MMS, and 

also DW/MIS

Workstations are listed in the relevant parts for each system, 

to meet the requirements set for each system.

30
3.3.4 DC – TFD p 3-

3

The DC - TFD should include at a minimum the software, 

hosted to the respective IT infrastructure, properly modeled 

and configured for the communication with the Local ECC 

(where installed) and for the data exchange with the NII 

Electrical System.

communication infrastructures should be supplied in  

scope of this project? If so, please spcify the channel 

number and type.

The communications infrastructure is treated in Part A.
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4.1.6 MMS User 

Authentication, 

Authorization and 

Accounting   p 4 -6

5.2.4.2 Decision 

Variables p  5-29
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